
Preventing Theft and Border Crime
Important information for drivers on how to prevent road  
crime, illegal immigration and smuggling
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This information has been produced for commercial vehicle drivers and operators who transport freight to and 
from the United Kingdom (UK).

The information will make you more aware of the potential threats to your vehicle and how to minimise the risk 
of becoming a victim of crime.

Please take time to read this useful information and keep it safe
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Part 1: Preventing theft

Commercial vehicle crime is a common problem 
across Europe and causes huge costs and disruption 
to the industry and drivers.

Plan ahead

• Plan your route before you start your journey

• Avoid taking the same routes and stops for breaks. 
A recognisable pattern makes you an easier target 
for criminals

• Arrange a procedure with your company for 
authorising changes to your interim and final 
destinations

Be aware

• Never pick up passengers you don’t know

• Never leave your personal property on view  
in the vehicle

• Avoid talking about loads or routes with  
other drivers

• Always use legitimate sources for buying road fuel

• Take all proper steps to protect documents  
such as shipping orders and consignment notes.  
If these are stolen, criminals can use them for 
illegal purposes.

Be secure

• Always secure your vehicle when you leave it  
– lock it and set alarms

• Always take your keys with you  
– never leave them in the vehicle

• While driving, lock the trailer load doors

• Lock your cab when loading or unloading

• Ensure your fuel tank is tamper proof

Park safely

• Before starting your journey, decide where you 
are going to park overnight and when you take 
your breaks

• Consider secure overnight commercial  
vehicle parks

• Park your vehicle where you can see it

• Park with the loading doors on lorries close  
to another vehicle or wall

• When you return to your vehicle, check for any 
signs of interference

Lorries and their loads are often very valuable. 
Criminals know this and will look to target vulnerable 
vehicles and loads to steal them.

Part 1: Preventing theft
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Criminal Traps

Criminals may try to stop you while you are driving by 
using a number of different methods to steal your lorry 
or load, or to facilitate illegal immigration. These include 
‘staged’ accidents, impersonating police officers and 
other enforcement agencies, or pretending that your 
trailer doors are open. Below are details of two common 
traps that criminals use and how to prevent them.

Round the corner theft

Criminals can pretend to be working at your delivery 
destination. You should be cautious if someone 
attempts to divert you to a different location. They 
may appear to know what load you are carrying 
and even dress in staff uniforms or high visibility 
jackets. Various cover stories are used, like a flooded 
warehouse, broken forklift or long queue ahead and 
they will offer to help you unload or take you ‘round 
the corner’ to another yard to unload.

If you are approached or called and asked to unload 
at a different destination, always call your own 
transport office to check that this request is genuine.

Fake police or Driver and Vehicle 
Services Agency officers (DVSA)

Criminals have been known to impersonate police 
or DVSA officers and other enforcement agency staff 
and may try to stop you in an unmarked vehicle or 
even telephone you to pull into the hard shoulder.

If you are stopped by an unmarked vehicle, pull over 
when it is safe to do so in a well lit public area. Stay 
in your cab with the engine running and doors locked. 
Call your transport office to tell them that you have 
been stopped. 

Genuine police officers will have no objection to being 
asked to verify details through a police control room. 
If police or DVSA need to stop your vehicle, they will 
usually be able to use a marked vehicle for this. Do not 
hesitate to ask a DVSA officer for their warrant card. 

IF YOU HAVE ANY SUSPICIONS,  
PHONE FOR HELP

• If you think a vehicle is following you, phone your 
transport office

• Do not put yourself in personal danger and if in 
any doubt, phone the police

For further advice on vehicle security, check the 
UK National Crime Intelligence Service website at  
www.navcis.police.uk
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Part 2: Illegal immigration

Part 2: Illegal immigration

Secure your vehicle to help stop  
illegal immigration

Road transport companies and their drivers 
must secure vehicles coming into the UK to stop 
‘clandestine entrants’. A clandestine entrant is a 
person who hides in or on a vehicle to avoid going 
through UK border control.

If you don’t secure your vehicle, and you’re found 
carrying clandestine entrants into the UK, you may 
get a fine (also known as a ‘civil penalty’).

You face a fine of up to £2,000 for each 
clandestine entrant you carry. The vehicle’s owner 
or hirer can also be fined. A civil penalty which is 
unpaid may lead to Border Force or Police Officers 
seizing your vehicle and disposing of it.

Anyone involved in the deliberate smuggling of 
people across the UK border is committing a criminal 
offence. If caught you will be arrested, taken to court 
and if convicted could face a significant period of 
imprisonment.

Remember: your cargo is valuable. If clandestine 
entrants enter your vehicle, they may cause damage 
to the cargo, and its recipient may reject it.

Secure your vehicle

A person found guilty of deliberately 
smuggling people into the UK may face up to 
14 years in prison and a fine of up to £10,000.

Commercial vehicle drivers and operators can be 
fined if they do not operate an effective system to 
secure their vehicles.

For drivers, an effective system includes:

• use of security devices (e.g. a padlock, seals  
and tilt cord) to secure the vehicle after loading

• checking the security devices and vehicle 
thoroughly after each stop and before entering 
the UK

• recording checks on a vehicle security checklist

Drivers should read the guide on ‘How to avoid 
a penalty: 10 steps to an effective system for 
drivers’ available on www.gov.uk.

For operators, an effective system includes:

• written instructions for drivers on how to use 
the system

• robust security devices to effectively secure  
the vehicle, load and load space

• training for drivers on how to use the system  
and security devices

• vehicle security checklists for drivers

• checking that drivers are following the instructions

Operators should read the code of practice on 
preventing clandestine entrants.

If someone hides in your vehicle

If you suspect someone is attempting to enter your 
vehicle, contact local police as soon as it is safe to do 
so. In the UK call 999. On mainland Europe 112 is the 
most commonly used emergency number.

Before departing for the UK

Do not go through UK border control or board 
transport to the UK if you suspect there is someone 
hiding in your vehicle. You should contact local police 
before arrival at the port.

After arriving in the UK

Do not approach anyone hiding in a vehicle. 
You should stay in the cab and call the police on 
101 or 999 in an emergency.
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Part 2: Illegal immigration

The police will take your details and details of your 
company, and tell Border Force about the clandestine 
entrants.

If clandestine entrants are found

You may be interviewed about the security system 
you are using if clandestine entrants are found in 
your vehicle. You can refuse to be interviewed and 
leave at any stage but it is in your interest to provide 
as much information as possible. The company 
and the vehicle’s owner or hirer may also be asked 
for information.

You and the company may get letters from Border 
Force, if clandestine entrants are found in your vehicle 
after arriving in the UK. Your information will be used 
to help decide whether a fine will be issued, who will 
be fined, and by how much. For examples of how 
this is decided, read the Level of penalty: code of 
practice available on www.gov.uk.

How you can reduce the risk of 
receiving a fine

Haulage companies can join the Border Force’s Civil 
Penalty Accreditation Scheme to help reduce the risk 
of fines. To qualify, they must have an effective security 
system for their vehicles and make sure the system 
is used properly. This includes training and checking 
drivers. Companies in the scheme must continue to 
meet all the requirements to avoid being fined.

Companies can apply for the accreditation scheme 
using the application form available on Gov.uk. 
Drivers working for an accredited company and 
following company procedures are then assured that 
these procedures meet Border Force’s requirements 
for avoiding a civil penalty.

Contact the clandestine entrant civil 
penalty team (CECPT)

You can contact the CECPT to get information about 
fines and the accreditation scheme for companies.

Email: BF.CECPT@homeoffice.gov.uk

Telephone: +44 (0)1303 299 298
Fax: +44 (0)1303 299291

Home Office 
Border Force South East & Europe
Clandestine Entrants Civil Penalty Team
2nd Floor, Martello House
Shearway Road
Shearway Business Park
Folkestone, Kent
CT19 4RH

NB: All links can be accessed from webpage https://
www.gov.uk/guidance/secure-your-vehicle-to-help-
stop-illegal-immigration 

Some of the content is available in other languages.
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Part 3: Preventing Smuggling

Part 3: Preventing Smuggling

As well as preventing illegal immigration, Border Force 
is responsible for maintaining strong anti-smuggling 
controls at the border. To do this we intercept high-
risk imports and exports so that we can minimise 
delays for commercial vehicle traffic that poses no or 
minimal risk.

Many of the steps below are common sense, but 
they can make a real difference to your journey.

If you are asked to carry additional items in your load, 
which are not documented, always telephone your 
transport office to check that the request is genuine 
and you are authorised to do so. When entering and 
leaving the UK you should:

• Have a description of the load, collection and 
delivery instructions.

• Watch the vehicle being loaded to ensure no 
unauthorised items are placed inside and that 
what is loaded agrees with your paperwork.

• Never carry goods for anyone else, other than your 
authorised load.

• Check for signs of tampering to your vehicle when 
returning from a break.

DON’T RISK IT ALL 
Goods purchased by you in the EU

You can bring any amount of most goods into the UK, 
such as alcohol, tobacco - providing they are for your 
own use and transported by you. ‘Own use’ means 
for your own consumption or gifts.
 
If we have reason to suspect the goods you have 
purchased may be for a commercial purpose, we can 
ask you more questions, which will delay your journey. 
There are severe penalties for smuggling. We can 
seize your vehicle and load, and you could face a 
heavy fine and even prison.

Any oil or gas imported in the standard tank or tanks 
of a motor vehicle (and intended for use solely in that 
vehicle) may be imported free of excise duty. If oil 
or gas is decanted from the standard tank of the 
importing vehicle for use in a different vehicle, this 
would be a contravention of the conditions of relief 
and excise duty would be due.

Banned and restricted items

There are certain items that are completely banned 
or restricted in the UK regardless of where you are 
travelling from. These especially include:
 
• Drugs

• Firearms

• Unlicensed Stun guns and other offensive 
weapons, including CS spray, pepper spray, 
batons and knuckle dusters. These weapons 
may be legal in some countries, but if you bring 
one into the UK this can lead to a fine or a prison 
sentence and the item will be seized

• Animals

• Obscene or indecent material

Carrying banned goods or restricted items for which 
you don’t have a licence or permit is illegal. It is 
important that you follow the advice below.

• Never bring banned goods into the UK. 

• Never transport anything into the UK for 
someone else.

If you are unsure of the goods you are carrying, check 
the latest information on import and export rules at:
https://www.gov.uk/uk-border-control 

If you are still unsure you must speak to an officer at 
the port.
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Part 4: Reporting Suspicious Behaviour

Part 4: Reporting Suspicious Behaviour

You are always best placed to recognise when 
something doesn’t seem right.

While it is almost impossible to say with any certainty 
what a smuggler might look like, a person’s behaviour 
can become suspicious in the context of the location 
and situation that they are in.

You might be concerned by an unexpected or 
unusual request to collect a particular load in an odd 
location or to carry something for another person. 

Information is one of our most effective tools in the 
fight against border crime. If you suspect someone is 
involved in smuggling or illegal immigration and want 
to report it, please give us as much detail as you can, 
such as:

• Time, date and place

• People involved and their work/home addresses 

• Nationality

• Details of the immigration or customs offence 
taking place

• How do you know this information? 

• Type of vehicle used

• Make and model

• Registration number 

• Operator licence identity disc details

• Any colours or distinguishing features

Remember: 

Please do not investigate yourself or attempt to find 
out anything further.

Any information that you provide will be handled in 
confidence. You can give us your name and address 
if you wish, but you do not need to do so.

Useful numbers

Immigration Crime
• Call Crimestoppers anonymously on;  

+44 (0)800 555 111
• Or online www.gov.uk/report-immigration-crime

Report Smuggling
• Call Customs Hotline on: +44 (0)800 595 000

In an emergency
• Call the police on 999 in the UK 
• Call 112 in the EU
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Civil Penalty Accreditation Scheme

Border Force South East & Europe 
Clandestine Entrants Civil Penalty Team 
2nd Floor, Martello House 
Shearway Road 
Shearway Business Park 
Folkestone, Kent 
CT19 4RH

Join the Border Force Civil Penalty 
Accreditation Scheme (CPAS) 

Contact the Border Force Civil Penalty  
Accreditation Scheme 

Email: BF.CECPT@homeoffice.gov.uk 

Telephone: +44 (0)1303 299 298

Fax: +44 (0)1303 299 291

Haulage companies can join the Border Force’s Civil Penalty 
Accreditation Scheme to help reduce the risk of fines. To 
qualify, they must have an effective security system for their 
vehicles and make sure the system is used properly.

Visit .GOV.UK and search ‘Civil Penalty Accreditation 
Scheme’ for more information about how you and the 
company you work for, can reduce the risks of fines.


